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1.1 Certification Services

PCI DSS Certification

PCI QSA “Qualified Security Assessor”

PCI PA DSS Certification

PCI ASV “Approved Scanning Vendor”

TG-3 (or TR-39) Certification

EI3PA Certification

BITS Shared Assessment Program Product Licensee
and Assessor

e S027001 Certification

1.2 IT GRC Consultancy Services
Information Security:

Information Security Governance

Data Classification and Security

Risk Assessment, Evaluation and Mitigation Services

Independent Review of Internal Controls

Computer Forensics

Encryption and Key Management

Access Management

Centralized Log Management

File Integrity Management

Security Function in IT (Compliance, SOC and Security

Services)

e  Security Integration, Architecture Review and Design
Services

e  Security Operational Center

e SO 27001/2 Assessment, Compliance and Implemen-

tation

e Application Advanced Source Code Review and As-
sessment

e  Technical Audit including Application/Network Security
Audit

e  Wireless and Communications Security Assessments

e Authentication Fraud Assessment and Prevention

e Development of Policies, Procedures and Technical
Guidelines/baselines including hardening

e Internal and External Vulnerability Assessments &
Remediation

e Internal and External Penetration Testing & Remediation

Information Technology:

e End-to-end Manual/Automated Test Management of
Software Applications:

- Functional tests such as: unit, Integration, system
testing, system integration testing, regression testing,
acceptance testing (before integration/regression), UAT,
defect testing, and alpha/beta testing.

- Non-functional tests such as: software performance
testing/load testing, stability, usability, and Security test-

ing.

COBIT Assessment, Compliance and Implementation
ISO 20000, ITIL, and CIM Assessment

Data Compression

IT and Network Stability & Performance Improvement
(analysis, reconfiguration & redesign)

Disaster Recovery Planning and Strategy

1.3 IT and Network Performance Improvement &
Stability Services

Providing consultancy and training services on
end-to-end issues covering applications down to
the underlying information technology infrastruc-
ture including architecture reviews. The company
services are focused on:

Problem Avoidance Services:

- Network Health-check and Audit “NETCHECK”
- IMPACT for Data Centre Relocation

- IMPACT for Application Deployment

- IMPACT for BPO Transition

Problem Resolution Services:

- REACT® Problem Investigation and Diagnosis
- FOCUS Application Health Check

- FOCUS for Website Optimization

Problem Management Services:

- RPR® - Rapid Root Cause Identification Advisory
Support and Training Services

- RPR® - Deployment Programme Integrating RPR into
IT Operations Advisory Support and Training Services

Quality of Service “QoS” Assurance Services

IT Design and Implementation

Infrastructure Capacity Planning

ASSURE Security Services

Business Continuity Management

Disaster Recovery

Managed Compliance:

- Related to regulations compliance, international stand-
ards implementation and other independent assess-
ments such as PCl DSS, PA DSS, SOX, HIPAA, GLBA,
ISO, audits. source code reviews, etc.

External Vulnerability Scanning Services
Internal Vulnerability Scanning Services
External Penetration Testing Services
Internal Penetration Testing Services
Application Security Testing Services
Data Discovery Services

1.4 Managed Services

Firewall Security Review Services

Security Event Logging and Monitoring Services
User Access Review Services

Vendor Risk Management Services
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1.5 Business GRC Consultancy Services

Business Risks:

- Risk Assessment

- Independent Review of Internal Controls

- Business Impact Analysis

- Process Improvement

- Knowledge Management

- Business Continuity Plan and Management

Compliance:
- Regulatory Compliance and Remediation
- Payment Card Industry Data Security Standard (PCI DSS)
- Payment Application Data Security Standard (PA DSS)
- BASEL Compliance and Remediation
- Due Diligence
- Foreign Corrupt Practice Act (FCPA)
- Anti-Money Laundering and Counter Terrorism
Financing - Know Your Costumer (KYC)

Governance:

- Governance Risk Assessment
- Independent Review of Policies
- Implementation of Governance

Forensic Audit and Investigations:

- Fraud Risk Assessment

- Fraud Risk Governance (Detection, Prevention, and
Corrective Action/s)

- Statement on Auditing Standards No. 99 (SAS 99)

- Sarbanes—Oxley Act (SOX)

- Fraud, Financial Crimes and Forensic Investigations

Forensic Audit and Investigations:
- Transactional Analysis (Anomalies Detection)
- Fraud Stratification and Summarization

Analysis and Data Mining:
- Transactional Analysis (Anomalies Detection)
- Fraud Stratification and Summarization

Training:

- Regulatory Compliance

- Anti-Money Laundering

- Fraud

- BASEL

- Risk Management

- Internal Control

- Governance

- On-demand Customized GRC Training

Outsourcing Services:

- Regulatory Compliance Experts
- Anti-Money Laundering Experts
- Internal Control Experts

- Governance Experts

- Risk Management Experts

- Fraud Experts

- BASEL Experts
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